Information Technology, Post and Telecommunications



Criteria for Operation 

as an Internet Service Provider 

in East Timor
Company Full Name:________________________________________________________

Signature:____________________________________________  Date:________________

Printed Name:______________________________________________________________

Contact Details:_____________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

By signing this document, the company indicated above agrees to abide by the minimum requirements as laid out in Annex 1 (pages 2 & 3). 

The East Timor Transitional Administration (the Government) recognises that the Internet is becoming a powerful tool of communication. It can have great value in terms of education, information, and communication. The community should be encouraged to learn of the possibilities, which the Internet offers, and to make maximum use of it. 

The Government also recognises that it is a commercially attractive sector, which in general is characterised by rapid growth and vigorous competition. Under these conditions there should be regulation with a light touch aimed at ensuring the protection of the customer (quality of service; privacy), adherence to the principles of fair competition and network integrity where there is connection with the public network.
However, as there is no effective competition in East Timor and the understanding of the public of the workings of the market is limited, the Government will introduce a registration scheme for Internet Service Providers (ISP’s) during a transitional phase before full liberalisation of the ISP market. There will be a maximum of three (3) years during which period the Government will review the situation on a regular basis. On the basis of such reviews the Government may decide that the market has developed sufficiently to allow for full liberalisation at an earlier date.

There will be no registration charge, but applicants will be required to demonstrate full compliance with the Minimum Requirements as listed in Annex 1. Applicants are also strongly urged to take note of the recommendations in Annex 2.

Potential ISP’s should be aware that in East Timor only a small number of the population has, at present, access to computers. Moreover their computer skills are very low. Although this is likely to change quite rapidly in the future it is not expected that the development will be immediate.

At present the Government is preparing a tender for a Build Operate and Transfer project for the construction and operation of a complete Telecommunications system for East Timor. It should be understood that if, on the basis of the offers received, the choice is made for a circuit switched system, the successful tenderer will be issued with an exclusive license for a period of approximately 10 years. The successful tenderer will have the exclusive right to provide all voice services but will be excluded from the provision of Internet services other than as a carrier for ISP’s.

Annex 1: Minimum Requirements

1) Connections

1.1) If ISP’s provide a dial-in service, they must provide as a minimum, modems of the V.34 standard

1.2) If ISP’s provide a dial-in service, ISP’s must use a cyclic line-hunting system for “session-limited” dial-in customers

1.3) If an ISP uses session-limits for a dial-in customer, the shortest time which a session-limit may be set is 2 hours with a 15 minute idle time out

1.4) ISP’s must provide a logging system to keep track of the time online by each customer. The customer must be able to view his/her logs.

1.5) Any technology may be used to connect customers to the Internet providing it does not lead to a service quality less than that offered by a V.34 modem.

2) Modem Ratios

2.1) ISP’s must provide at least 10 modems for clients to dial-in to

2.2) For over 100 “session-limited” dial-in customers ISP’s shall maintain a minimum ratio of 10 customers to 1 modem. Although, it should be noted that a ratio of 7 customers to 1 modem is optimal

2.3) Modem numbers must always be rounded up. E.g. with 251 “session-limited” dial-in customers the ISP must provide at least 26 modems

3) Services

3.1) ISP’s must provide a POP3 or IMAP4 email account to every customer

3.2) ISP’s must open the following ports:

3.2.1) 20 – FTP-data: File Transfer Protocol (Default Data)

3.2.2) 21 – FTP: File Transfer Protocol (Control)

3.2.3) 25 – SMTP: Simple Mail transfer Protocol

3.2.4) 80 – HTTP: Hyper Text Transfer Protocol

3.2.5) 110 – POP3: Post Office Protocol version 3

3.2.6) 119 – NNTP: Network News Transfer Protocol

3.2.7) 143 – IMAP: Internet Message Access Protocol

3.2.8) 6666-7000 – IRC: Internet Relay Chat

3.2.9) 443 – HTTPS: HTTP over TLS/SSL

4) Capacity Building

4.1) ISP’s shall provide for the training of East Timorese staff and users

5) Network Availability

5.1) All ISP network and international bandwidth connections shall be available at least 95% of the time, excluding:

5.1.1) Scheduled maintenance (48 hours notice) downtime

5.1.2) Natural disasters

5.1.3) Outages caused by the customer or customer premises equipment
5.1.4) Outages that are beyond the absolute control of the ISP excluding those caused by power failure
5.2) In view of the intermittent power supply of the National Grid, ISP’s are required to take all necessary measures to ensure an Uninterrupted Power Supply for their services.

Annex 2: Recommendations

The following section contains a list of recommendations. ISP’s are not required to meet these recommendations in order to qualify to register. Their purpose is to indicate items, which ITPT hopes will help the expansion of the Internet in East Timor.

1) International Bandwidth

1.1) ITPT recommends that the bandwidth limits used in table 1.1 be adhered to. The numbers specified in the table are only a guideline. Basic business sense dictates that an ISP that provides the best service at the best price will be the most successful

	Bandwidth (Kbps)
	Maximum number of simultaneous dial-in connections

	64
	18

	128
	40

	256
	100

	512
	240

	512+
	240+


Table 1.1

2) Customer Support

2.1) ISP’s should provide free customer support for the basic set up of the Internet connection

2.2) ISP’s should provide free connection software on disk (including web browser and email client) for MS Windows (all versions) and Macintosh customers

2.3) ISP’s should offer a browser-based mail service to their customers (it is simpler for unskilled users)

2.4) ISP’s should log their support calls (problems/complaints)

3) Policy

3.1) ISP’s should provide a security and privacy policy to customers

3.2) ISP’s should provide a terms and conditions policy to customers

3.3) ISP’s should implement a strict AUP (Acceptable Use Policy) concerning all connections to the ISP. The AUP should be displayed on the ISP’s web site and also be made available in a printed format.

4) Service

4.1) ITPT recommends that a 10MB mailbox is provided with each email account

4.2) ISP’s should make use of a Proxy server in order to save bandwidth and speed up Internet access for users

4.3) ISP’s should provide Firewall protection against hackers and to safeguard the customer’s data

4.4) ISP’s should filter all inbound mail for UCE (Unsolicited Commercial Mail) and UBE (Unsolicited Bulk Email)

5) Web Site

5.1) ISP’s should have a web site with content relating to the company, including contact details and an AUP (see 3.3)

5.2) ITPT recommends that 5MB of web space is provided for each customer

Annex 3: Definitions

Modem


Modem attached to an active telephone line

Session-limited dial up
An ISP may put in place “session times”. Example: If a “session time” is 4 hours, a dial-up customer can only be connected to the Internet for up to 4 hours at any one time of dialing in. After which time the customer is automatically disconnected. In the context of this document, this term is also used to cover dial-up customers who do not have a dedicated line

Idle Time-out
An ISP may put in place “idle time-outs”. Example: If an “idle time-out” is set to 30 minutes, a dial-up customer would be disconnected from the Internet after 30 minutes if they had not used their connection at all during this period of time

Cyclic Hunting System
One telephone number is used to access a number of phone lines. The system selects the circuits from
the resource group in a sequential manner; the next idle circuit in the group is selected for the new call. After the system has selected the last circuit in the sequence, it begins hunting from the first circuit in the group.

ITPT
Information Technology, Posts and Telecommunications Division, Department of Infrastructure, East Timor Transitional Administration

ITPT, Telecommunications Building, ETTA
Dili, East Timor,
PO Box 2436
Darwin, NT, 0801
Australia

Tel: +61 417 834 368
Fax: +670 390 324 033
Email: itpt@gov.east-timor.org

Criteria for Operation - ISP
Page 1 of 6
4 June 2001


